Statutes

One of the factors that can adversely affect response operations across state lines,
principally in communities near the borders, is the lack of acceptance (especially
among health care providers) of a state’s certifications or licenses by other states.
Interviewees strongly believe that states must statutorily establish both the au-
thorization to accept licenses and a regulatory process to do so. Once such a stat-
ute is established, a computer tool could be developed to track all certified and
licensed responders coming into the state from another state.

Interviews also believe they need a statute addressing the sharing, with other ju-
risdictions, of information on the availability of resources. In some cases, policies
do not allow information sharing across disciplinary lines and especially not
across jurisdictional lines. Developing appropriate statutory language would re-
quire the input of responders and emergency services officials regarding what in-
formation could be shared, under what circumstances, and through what process.
Again, computer tools could be beneficial for managing such exchanges through
the assignment of privileges within the system. Such a capability would enhance
the total operational response without compromising sensitive information.

FUNDING

During the interviews, it became very clear that funding is one of the most critical
factors affecting all aspects of emergency management. Nearly all interviewees
stated that funds overall are insufficient to support a nationwide emergency pre-
paredness and response system at all levels. The following are some of the com-
pounding factors:

& Funding is shared among federal, state, and local jurisdictions.

& The amount of paper work to apply for and report on funding—required of
all local jurisdictions, regardless of size and staffing—is daunting.

& Funds are passed through state EMAS to counties, rather than going di-
rectly to qualifying jurisdictions, including cities.

& DHS priorities are often not the priorities of the local jurisdictions.
& The priorities of counties and subcounty jurisdictions may differ.

Local jurisdictions believe they fulfill the requirement for shared responsibility
for funding through the emergency services they provide day-to-day, such as
police, fire, and medical services. They believe the cost of such services should
represent their match for federal funding, allowing them to more adequately and
fairly fund an EM program that would meet jurisdictional priorities, as well as
those for a nationwide planning, preparedness, and response capability. As it
stands, the benefits of receiving federal funding can be outweighed by the
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Operational Requirements

matching funds requirement and the amount of time and effort required to keep up
with the administrative work. In addition, a common issue stated by city represen-
tatives was that funding should come to them directly without being diminished
by being filtered through the state and the county. One drawback to doing so is
that coordination among jurisdictions and levels of government is less likely to

take place.

Federal funding regulations also significantly affect the acquisition and use of
computer tools, due to the lack of the following:

& Leadership in establishing equipment and software standards for interop-
erability

L 4

*

Standards for evaluating software applications

Funding for ongoing training

Funding for maintenance costs

Funding for database development

Funding for proficient IT personnel.

On the local level, major technology purchases are often not considered priority
expenditures when compared with other types of ES equipment. Interviewees
identified the need for funding for the following items:

¢ Computer technology

» Establishing a process to support IT capital investment planning
» Establishing interoperability standards
= Equipment
m  Software (GIS, models, tools)
» Training
» Maintaining equipment
» Obtaining and retaining qualified IT personnel
¢ Planning
» Preparing for low-probability/high-impact national security threats
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» Preparing for catastrophic events beyond the response capabilities of
the local jurisdiction®

& Exercises

» Back-filling positions so responders can leave their posts to participate
in exercises

» Planning, conducting, and evaluating exercises
¢ Training
» Back-filling positions so responders can attend training

» Sending personnel to training opportunities related to both national
and jurisdictional program requirements.

EDUCATION AND TRAINING

The EM field will continue to evolve as more and more sophisticated models,
tools, and software become available for EM and ES personnel to utilize for day-
to-day preparation as well as for emergency response. Interviewees mentioned a
wide spectrum of issues related to developing and sustaining computer skills, es-
tablishing a mentoring program to ensure smooth succession, maintaining corpo-
rate memory, and so on.

An important need stated by interviewees was more education and training not
only in available models and other software, but also regularly scheduled training
and routine refresher courses. Many people said that even if good software is
available and accessible, it may not be used routinely. Therefore, users may not
retain the information on how to use the software and may not have the profi-
ciency to use it when needed for emergency response.

The following are other operational requirements identified by interviewees:

& Multiple modes of training delivery (video, web, self-service, e-learning)
so that anyone can take a course anytime, anywhere

& Detailed software manuals with screenshots and summary “cheat sheets”
to guide users

& “Train-the-trainer” approach and routine in-house training for important
Ccourses.

! Local jurisdictions are generally able to respond to and manage major disaster events. How-
ever, low-probability/high-impact threats would require significant external state and federal re-
sources to ensure an initial response capability.
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FEMA has many training courses in all areas of emergency management and for
various emergency response disciplines, and it provides access to many educa-
tional tools such as the Joint Information Center. Interviewees expressed support
for FEMA to establish more agreements with educational institutions, such as
community colleges, for training and education, with arrangements to waive or
discount tuition. Interviewees also suggested that FEMA invest more in alterna-
tive ways for learning, such as more training delivered electronically, via the web,
and through learning media such as CDs and online classes.

Other training and educational requirements include the need for jurisdictions to
train together to prepare for a multi-jurisdictional or interstate response. Inter-
viewees often stated that not enough planning goes into a multi-jurisdictional re-
sponse; instead, personnel must rely on past experience as the way to prepare for
a response. The need for planning and coordination is paramount, particularly
considering the variety of potential events (chemical, biological, terrorist, natural
disaster, etc.). If jurisdictions plan together, they can also coordinate to share per-
sonnel and resources and to exchange ideas and best practices. ES personnel also
need a model to transfer the knowledge of senior or retiring personnel to their ES
successors, in the form of a mentoring program or specific classes to address suc-
cession planning and retention of corporate memory.

Interviewees expressed the need for training to be expanded to include cross-

training for ES personnel, which they said would be

ideal for multi-jurisdictional training classes. They Training
indicated they want state and federal agencies to offer | Training requirements in-
more sophisticated types of training such as role- clude the need for different
based or “virtual” training. Other requirements in- training delivery options,

clude having a model for a more robust training pro- | Petter manuals, cross-
training of personnel, suffi-

gram that provides for regularly scheduled (monthly, cient funding, and IT train-
for example) training and refresher courses, including | ing in both software
“networked” and live video training for geographi- acquisition and computer
cally dispersed groups. applications.

Availability of funding is one of the biggest obstacles to a robust training pro-
gram:

+ Insufficient funds are allocated and budgeted for training.

& Not all pertinent and necessary training can be accommodated, requiring
that training needs be prioritized and severely restricted even though many
personnel need training.

& ES organizations are not able to provide personnel with the training
needed to build up the emergency management and response capabilities.
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Resolution of these issues is considered operationally essential to an effective EM
organization. The following are some specific operational requirements:

*

L 4

Training in functional evaluation and analysis of software

Training in methods and benefits to using computer tools day-to-day and
during an event (continuous)

Training in understanding barriers to interstate response and developing
procedures for working together across state lines

Implementable methods to ensure adequate opportunities for personnel to
receive essential training

Implementable methods to promote cross-training among response per-
sonnel

Routine ongoing in-house training.
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Chapter 4
Conclusions

The role of the ES community is unique for a number of reasons. Its performance
needs to be at its strongest when the supporting infrastructure is at its weakest or
even nonexistent. It has diverse responsibilities and component organizations at
all jurisdictional levels that must operate in a coordinated and cooperative manner
in order to be effective. In addition, the jurisdictions in this community face
unique challenges related to communicating and sharing information with other
jurisdictions and the public, both when preparing for and responding to an event,
as well as when recovering from an event. Their work is further complicated by
privacy, political, and social issues.

The ES community is using a wide variety of tools to facilitate event preparation
and response. For example, many jurisdictions have software to capture, store,
track, and disseminate information. They also use numerous manual tools such as
guidebooks, checklists, and Excel spreadsheets. However, these models and tools
are not sufficiently robust to support the modeling, simulation, and analysis that
are crucial to ensuring the most efficient and effective response to an event.
Moreover, they are rarely integrated, either across ES disciplines or across juris-
dictions at all levels.

To best prepare for and respond effectively and efficiently to an event at the state
and local levels, the ES community needs better models and other tools. In addi-
tion, all models and tools must support national assessments of preparedness and
readiness as articulated in the 15 NPSs.

The functional requirements we identified are high-level, core areas of functional-
ity that the ES community considers necessary in any model or tool they might
use to prepare for, respond to, and recover from an emergency. The following
functional requirements are key:

¢ Models and tools to support modeling for the 15 NPSs should be provided
to all jurisdictions by DHS.

¢ Models and supporting tools should accept inputs from, and outputs to,
commonly available software such as the Microsoft Office suite of prod-
ucts.

« Jurisdictions need a process to integrate model and tool use into everyday
operations.

& To maintain continuity of operations, software must look and operate the
same, regardless of mode: networked, LAN only, or standalone laptop.
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& Software must integrate with other applications easily, scale up, and use
familiar terminology, for support by nontechnical emergency personnel.

¢ Adoption and implementation of software must be possible for both well-
funded jurisdictions and jurisdictions with no overhead funds.

¢ Maintenance of software must be very low cost and require minimal tech-
nical skills from using jurisdictions.

& Asset management tools must exchange data using some common, easy-
to-use, and low-cost or no-cost standard or format.

& Software must include more than the technical information needed to im-
plement it. Jurisdictions need information on different implementation
paths and tools (such as checklists) to help them plan for, deploy, and sup-
port software.

& Jurisdictions need models to support three types of risk analyses: overall
risk assessments, in-depth analyses of high-risk hazards and threats, and
analyses of low-probability/high-impact threats.

DHS/S&T needs to define the functional requirements in more detail and then
identify the specific technical requirements for modeling, simulation, and analy-
Sis.

The operational requirements we identified address items that are not directly
linked to one specific module or specific requirement, but are nonetheless essen-
tial to the deployment and adoption of any of the pieces of the overall system.
Generally, the operational requirements represent barriers that hamper the ability
of almost all jurisdictions to adopt new models and tools, although the impact var-
ies depending on factors such as location, population, executive support, and
structure and size of the emergency services organization. In most cases, some of
the operational requirements must be satisfied to implement software models and
tools. Otherwise, the models and tools cannot be adopted, maintained, and used.
The following are key operational requirements:

& Approaches and methods to easily and effectively engage all planning and
general information sharing across all disciplines

& Guidance at the federal, FEMA region, state, and local levels on data and
information sharing

¢ An integrated process to define the roles of the disciplines, the key respon-
sibilities, and both the shared and the role-specific privileges of operations
management software

+ Decision support information from a trusted source in the ES community
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& An authoritative source for guidance and standards in effect and a regular
review process to ensure that they remain viable and up to date

& At the federal level, clear differentiation between what should be regarded
as “guidance” and what constitutes “standards”

¢ Flexible, adaptable, and changeable processes for use by jurisdictions dur-
ing both preparation for and response to an event

+ Policies that support collaborative planning, risk-based funding, and proc-
esses or methods to resolve inter-jurisdictional differences of opinion and
to address political issues.

The operational requirements reveal that more than a suite of models is needed.
The ES community cannot adopt models and other software tools without a
number of types of support including, for example, processes for

+ determining which models they need, finding and selecting the right
supporting software, and planning for and executing the software and
model implementation;

& determining the full life-cycle cost of a software implementation (whether
a model or supporting software) and for capital planning or other ways of
funding the implementation; and

& contacting peers who operate in a similar environment (services provided,
population served, funding limits, hazards) and have successfully
implemented models or software tools.

DHS/S&T needs to address the operational requirements within its purview.
However, some of these requirements can be addressed only by other organiza-
tions within DHS. S&T should partner with those organizations to ensure that the
operational requirements are fully addressed. These partnerships are critical, be-
cause some operational requirements must be met if DHS is to overcome the bar-
riers to the adoption of modeling, simulation, and analysis tools by the entire ES
community.






Appendix A
Software and Other Tools

Table A-1 lists the software and other tools being used by the emergency
management community. For each item listed, it shows the jurisdictions in our
sample that use the software or tool, by population range.

Table A-1. Commercial Software

1- 15,000- | 50,000— 100,000- 250,000- |500,000- | 1,000,000- | Over5
Item 14,999 | 49,999 99,999 249,999 499,999 999,999 4,999,999 million | Statewide

ACAMS/FEMA 1 tribe 1 city 1 state

AEGIS (Records 1 city 1 city

Management System)

Aid-Matrix/FEMA 1 NGO

Alert-Find/Message One 1 NGO

Alliance Systems CAD 1 county

ALOHA 1 county |2 counties |1 county |2 cities 1 state
1 county

AMANDA? 1 city

ArcView Suite 1 county |1 county |2 counties |5 cities 2 counties |2 cities 1 NGO 7 states

1 tribe 2 counties 1 city

1 tribal
consortium

Automated Flood 1 city 1 city

Warning System/NWS

BaseCamp 1 city/ MMRS

Bio-Surveillance 1 city

BIO-Watch 2 cities 1 city

Biz Recovery 1 city

BREEZE-VOIP 1 city

BROOM 1 city

CAD 1 county 2 counties

CAD-Alliance 1 county

California Law 1 county

Enforcement Technology

Systems?® (CLETS)

CAMEO 1tribe |2 counties|1 county |2 cities 1county |1 city 2 states
1 county

Catastrophic Assessment 2 cities

Tool Set 1 tribe

CDC-Epi 1 city

CDC-FluAide 1 county

CERT-FEMA 1 county




Table A-1. Commercial Software

Item

14,999

15,000—
49,999

50,000—
99,999

100,000-
249,999

250,000-
499,999

500,000-
999,999

1,000,000—
4,999,999

Over 5
million

Statewide

Chemical Reactivity
Worksheet

1 county

1 city

City Watch /AvTex

1 county

1 county

City Watch/AvTex

1 county

1 county

CODE RED

1 county

Common Alerting
Protocol

1 state

Continuity of
Government/Strohl's

1 county

Coordinated Assistance
Network

1 NGO

CrimeView/Omega

1 county

D2PUFF

1 county

DeLorme

1 state

DisasterLan Buffalo
Computer Graphics

1 city

2 states

DMIS

1 city

1 state

DROMIS/FEMA/ARC
Disaster Relief
Operations System

1 NGO

Electronic Patient
Tracking System (EPTS)
(Raytheon)

1 city

EMCAPS

1 county

EM Constellation

1 NGO

Emergency Management
Information Tracking
System (EMITS)

1 state

Emergency Notification
System/Purvis

1 city

EmerGEO

1 state

EMNet

1 state

EMSystems

1 city

Epi-Info CDC

1 county

E-Plan/HazMat

1 city

E-Team

2 counties

2 cities

1 city

1 NGO

FDM Records
Management System
and CAD products

1 city

FEMIS (free, but requires
Oracle and other
commercial products)

1 county

1 state

Fire House

1 city
1 county

Fire View/Omega

1 county
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Software and Other Tools

Table A-1. Commercial Software

1- 15,000- | 50,000— 100,000— 250,000- |500,000- | 1,000,000- | Over5
Item 14,999 | 49,999 99,999 249,999 499,999 999,999 4,999,999 million | Statewide
Firebase 1 city
Fire-CAD 1 city
First-Watch 1 city
FluSurge 2.0/CDC 1 city
Google Maps/Virtual 1 county 1 city 2 cities 1 city 1 NGO 2 states
Earth 1 tribe 1 county
Han-Soft 1 county
HAZUS 1 city 1 city 2 cities 6 states
1 tribe
HC-Standard 1 city
Health Information 1 county
Research Management
HSEEP TOOLKIT 1 county |2 counties |2 counties |3 cities 2 cities 2 cities 1 county |3 states
HSEEP/N (NXS) 1 city 1 city 1 state
HSEEP/National Shelter 1 state
System (NSS)
HTE’s CAD 1 county
HurrEvac 1 city 1 city 1 city 1 NGO |1 state
I-Link 1 county
IPAWS 1 state
LARCOP 1 county
Law Enforcement Online 1 county 1 city
(LEO)
Living Disaster Recovery 1 state
Planning System—
STROHL
Locally Developed 1 city 1 city 1 county |3 states
Software 1 county
Lotus Notes Suite 1 NGO
MABAS.ORG 1 county
MarPlot 2 counties 2 cities
Maximo 1 county 1 city
Medical Surge 1 city
Medicom 1 city
Microsoft Access 1 tribe 1 state
Microsoft ASP.net 1 state
Microsoft Live 1 state
Microsoft Office Suite 2 1 county |1 county |3 cities 3 cities 1 city 1 city 1 county |3 states
counties 1 tribe 2 counties 1 NGO 1 NGO
Microsoft Sequel Server 2 states
Microsoft SharePointe 1 city 1 city
1 tribe




Table A-1. Commercial Software

Item

14,999

15,000—
49,999

50,000—
99,999

100,000-
249,999

250,000-
499,999

500,000-
999,999

1,000,000—
4,999,999

Over 5
million

Statewide

Microsoft Systems
Essentials 2007

1 state

Mir3

1 county

National Weather Service
products (NWS)

1 county

1 county

1 city
1 tribe

1 city

NEMIS

1 state

New World

1 city
1 county

NIMS-Cast

1 city
1 tribe

1 county

1 city

1 state

North Carolina—State
Medical Asset, Resource
Tracking (NC-SMART)

1 county

1 state

OASIS

1 city

Orbit One

1 NGO

PassagePoint

1 NGO

Pictometry viewing
capability

1 city

Planning for
Fires/Omega

1 county

Pre Hospital Medical
Information System

1 county

Property Appraiser
Records

1 NGO

PS-NET

1 city

Purvis Systems

1 city

Q-T Modeler

1 state

Rapid Responder®
Prepared Response, Inc.

1 city

RazrWire

1 city

Ready.gov FEMA

1 county

1 city
1 tribe

1 city

1 city

Ready-Net

1 city

Resource Manager

1 city

Reverse 911

1 city

2 cities
2 counties

2 cities

1 state

RevEX/Trifolium

1 state

Riverine—-FEMA

1 state

SATERN.org

1 NGO

SDN Global

1 NGO

SLOSH

1 city

1 state

Smart-PH

1 tribe

Spillman

1 county




Software and Other Tools

Table A-1. Commercial Software

1- 15,000- | 50,000— 100,000— 250,000- |500,000- | 1,000,000- | Over5
Item 14,999 | 49,999 99,999 249,999 499,999 999,999 4,999,999 million | Statewide
Star Room 1 city
Sync Matrix 1 city
Synergen 1 county
Telestaff/PDSI 1 city 1 state
TetroTech (Gray Prgs) 1 state
Tiger Census Data 3 cities
1 tribe
ToughBooks 1 county
Trimble GPS 1 tribe
T-Soft 2 cities 1 state
U-Call/V-Call 1 city 1 state
WARN 1 county |1 county
Weather Sentry—-DTN 1 city
Weather Service
WebEOC 2 counties |2 counties |5 cities 2 counties |2 cities 7 states
1 county
1 tribe
Web-Fusion/ESI 1 state
Wind SpeedUp Model 1 county
World Wind/NASA 1 tribe 1 tribe 1 state
Wyo-Link® 1 county |1 county

Note: MMRS = Metropolitan Medical Response System; NGO = non-governmental organization; NWTEMC = North West tribal Emergency
Management Council/Consortium.

% Developed by, and free to, USACE users; for non-USACE users, most models must be obtained from commercial sources.







Appendix B
Functional Requirements

This appendix lists, in Table B-1, the functional requirements identified by our
interviewees. The requirements are grouped into the following categories:

& General technology
¢ Models

¢ Tools

& Tool integration
¢ Data.

Table B-1. Functional Requirements

Category Requirement
General Jurisdictions need federally supplied tools and plans to accommodate well-funded and minimally
technology |funded jurisdictions.

Jurisdictions need to have access to tools/computer modeling that would help them better pre-
pare for response.

Jurisdictions need to factor in maintenance costs when deciding what tools to utilize for planning
and response, as many jurisdictions do not have the in-house capability to handle management
and maintenance of the systems and can’t afford to get it.

Jurisdictions need Emergency Management systems (ex: WebEOC), that are implemented by
the State, to provide adequate access, training, licensure, version compatibility, and interopera-
bility across platforms and applications commonly in use.

Jurisdictions need capabilities similar to Virtual Alabama.

Jurisdictions need tools that have asset tracking capabilities to exchange warehouse information
on available resources.

Jurisdictions need tools that have asset tracking capabilities to perform resource tracking, in-
cluding ‘typing’ according to DHS requirements.

Jurisdictions need tools that have logistics and resource management capabilities.

Jurisdictions need tools that have asset tracking capabilities to perform asset visibility and track-
ing for people and other resources.

Jurisdictions need tools and/or models to work for everyday operations, and scale up or down to
support the size of the incident.

Jurisdictions need a real-time dependable asset accountability system.

Jurisdictions need access to non-emergency event management software and modeling in order
to gain proficiency in the use of these tools for emergencies.

Jurisdictions need technology tools that are sufficiently intuitive, easy to learn, and user friendly
to allow effective utilization.
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Table B-1. Functional Requirements

Category Requirement

Models Perform threat and risk analysis, then do SWOT analysis.
Jurisdictions would like to have the capability to model and develop exercise scenarios.
Jurisdictions would like to have the ability to model the capabilities needed to respond to an
event, and then calculate the risk.
Jurisdictions would like to have a tool to assist in planning for mass casualties in a given inci-
dent; they need to plan for realistic/most probable situations where jurisdictional capabilities are
overwhelmed.
Jurisdictions need tools to assist in earthquake modeling (HAZUS can be used for this but may
not be widely known or used).
Jurisdictions need tools for evacuation modeling.
Jurisdictions would like a tool for the 15 NPS Scenarios, where they are allowed to put in some
parameters and give some estimates. (This is in development; not too easy for locals to use, but
maybe regional or state level.)
Jurisdictions would like a model that will enable them to model low risk and high impact situa-
tions. They would like simple models for risk, to apply mitigation strategies as appropriate.
Jurisdictions need models (and supporting tools) for planning & managing mass casualty events.
Jurisdictions need scenario-based training with simulation that is fully computer based and vir-
tual reality that includes role playing.
Jurisdictions need a situational awareness tool with the caveat that each entity only sees their
own info, but can be fully accessed at the EOC.
Jurisdictions need real-time information regarding event conditions.
Jurisdictions need databases of their own resources and resources available to them outside
their jurisdiction.
Jurisdictions would like a tool to estimate weather-related data (such as flooding), including de-
tails like inches per hour of rain.

Tools Jurisdictions need a tool that will update EM Plans at least once a year or when substantial

amendments need to be instituted.

Jurisdictions need tools to support a process to capture lessons learned with a closed loop
change process.

Jurisdictions need to capture input from groups with unique expertise and resources for dealing
with special populations.

Jurisdictions would like tools to perform risk management (risk identification, assessment, risk
prioritization and response planning, and risk monitoring.

Jurisdictions would like to have a planning, training, and exercise tool where they can enter in
criteria and have the tool generate an executable model, plan, or exercise scenarios.

Jurisdictions need a tool for planning for “medical surge”; would like to have access to
tools/computer modeling that would help them better prepare for response.

Jurisdictions would like a “nationwide credentialing system” to track KSAs.

Jurisdictions would like templates for Memorandums of Understanding (MOUS) so that they can
facilitate getting these with the appropriate groups.

Jurisdictions need to establish a professional portal specifically for access by emergency ser-
vices personnel with appropriate access to a menu of all available functions and tools.

Jurisdictions need a web-accessible tool for first responders and up-to-date floor-plans for pub-
lic, private and school buildings, including 360 degree facility and area photos.

B-2




Functional Requirements

Table B-1. Functional Requirements

Category

Requirement

Jurisdictions would like a database of hotels/motels/visitor accommodations could be used as
emergency short term shelters.

Jurisdictions need a real time capability to identify the availability of resources needed by a
jurisdiction that could be provided by a neighboring jurisdiction or outside resources.

Jurisdictions need a tool that will capture information from the Pacific Disaster Warning Cen-
ter/Pacific Tsunami Warning Center, NOAA, Universities, U.S. Forest Service, State Forestry,
Weather Service, etc.

Jurisdictions would like to go to a central location to see tools that everyone else is using, as
well as to see what type of access exists for these tools.

Jurisdictions need a centralized repository for plans and planning documentation.
Jurisdictions would like to have tools to estimate resource requirements.

Jurisdictions would like a tool for all-hazards planning; generally in the form of detailed and com-
prehensive checklists, which would prompt the user with questions and best practices.

Jurisdictions would like tools that will enable them to disseminate information to special popula-
tions, and also an application (maybe self-service) to let ‘special needs’ populations voluntarily
register (non-English speakers, mobility impaired, etc.).

Jurisdictions would like tools to let ‘special needs’ populations voluntarily register (non-English
speakers, mobility impaired, etc.).

Jurisdictions would like a tool that has pre-planning information, such as certain types of ad-
dresses and occupancies.

Jurisdictions need a tool to publish self-help information in phonebooks for visitors and residents
for personal planning and response to potential local emergency threats.

Jurisdictions need a central repository for database layers, which can be fully accessed at the
EOC, to provide data and tools for risk analysis, deployment and tracking available resources,
situational awareness, as well as the preparation of reports and briefings.

Jurisdictions would like a central repository to document exercises and simulations based on
information in other systems such as WebEOC; capture and retrieve after-action reports (AARS)
and lessons learned documentation.

Jurisdictions need tools that provide locations for points of distribution (for resources, supplies);
a tool to better manage regional response assets.

Jurisdictions would like a tool that provides state-wide GIS capabilities, such as “Virtual Ala-
bama”, and contains information on who owns the land and populated areas, and property line
information.

Jurisdictions would like the ability to identify response capabilities and resource location.

Jurisdictions would like to have a tool that can capture specific information about events, which
can then be shared among response agencies. Therefore, providing a central repository for in-
formation about any event.

Jurisdictions need modeling capabilities for post-event analysis and data capture (for example,
to survey public officials about what worked/didn’t work).

Jurisdictions need resource databases are needed for deployment and tracking, and which can
be viewed real-time during an event.

Jurisdictions need grants to cover scheduling tools and/or software.

Jurisdictions need grants to cover command and control technology for tracking vehicles and
personnel.

Jurisdictions need grants to cover MDT’s.




Table B-1. Functional Requirements

Category

Requirement

Jurisdictions need grants to cover satellite communications that would ensure redundancy.
Jurisdictions need video streaming capability for interoperability.

Jurisdictions would like to have regular notifications and alerts from forestry agencies and ac-
cess to details about any forestry-related events, with drill-down to detail.

Jurisdictions would like a tool that provides inventory management capabilities.

Jurisdictions need tools for expedient evaluation of event results.

Jurisdictions would like tools that enable barcode and scanner-enabled material management.
Jurisdictions would like tools that will enable them to disseminate information to the public.

Jurisdictions would like tools that will enable them to disseminate information both static and
dynamic/real-time to the public

Jurisdictions would like tools that have asset tracking capabilities.
Jurisdictions would like a tool that tracks responders within buildings (underground?).
Jurisdictions would like tools for video conferencing.

Jurisdictions would like a web-based system for tracking volunteers—interactive for the volunteer
to self enter data; a self-service application.

Jurisdictions would like a tool to track donations.
Jurisdictions would like a tool to track requests for assistance.
Jurisdictions need a way to track expenditures for public works departments.

Tool
integration

Jurisdictions would like the ability to process and produce an interoperable system acceptable
across IT departments as well as EOCs.

Jurisdictions would like the ability to identify the availability and prioritization of applica-
tions/programs suitable for integration with a variety of products such as the ArcView suite.

Jurisdictions would like the ability to communicate and share information with communities of
similar size and resources in order to stay abreast of best management practices.

Jurisdictions would like tools need to be developed using a flexible, open architecture in order to
work across systems and hardware.

Jurisdictions would like a tool to tie in information and form data between the local emergency
management folks, FEMA, the localities, and the State (while also taking into account the
Budget, funding, thresholds, etc.), and then navigate the bureaucratic paperwork and workflow.

Jurisdictions would like network capability to involve all satellite locations for training.

Jurisdictions want the ability to wirelessly integrate CAD data with field assessments to assign
and track activities and progress of cleanup/recovery crews.

Jurisdictions would like a standard interoperable tool suite that will interoperate at all population
levels.

Jurisdictions would like a standard interoperable tool suite that extend beyond communications,
should apply to all systems and all disciplines.

Jurisdictions would like a standard interoperable tool suite that should have the ability to plug
and play.

Jurisdictions would like a standard interoperable tool suite that interact real time during an event,
as well as day-to-day.

Jurisdictions need larger jurisdictions to encourage the virtual participation of smaller jurisdic-
tions in the daily use of EOC software to share perspectives on planning and response require-
ments.




Functional Requirements

Table B-1. Functional Requirements

Category

Requirement

Jurisdictions need to integrate all the information needed to address all critical elements required
for event management.

Jurisdictions need a nationwide standard for Emergency Management taxonomy and data ex-
change so that various tools/software can transmit data between different tools created by dif-
ferent vendors (or for tools developed in-house.)

Jurisdictions need FEMA regions to support and standardize on either specific software applica-
tions (ex: WebEOC) or on critical data exchange functions commonly in use throughout their
Region.

Jurisdictions need states to ensure local accessibility and stable communication links for appli-
cations [such as WebEOC] which they have installed and implemented.

Jurisdictions need tools and models to integrate data capture and use for exercise simulation
and documentation.

Jurisdictions need storm surge data that can be overlaid on flood-zone maps and then inte-
grated w/reverse 911 information.

Jurisdictions need to integrate plume data in CAMEO with the GIS system and reverse 911.
Jurisdictions need data pertaining to EPA Tier Il, or Hazmat.

Jurisdictions would like the capability to integrate surveillance and command/control functions
into a single portal for pandemic flu.

Jurisdictions need WebEOC to link to not only counties, but also to cities.

Jurisdictions would like systems to connect to integral nongovernmental components of emer-
gency response such as the American Red Cross.

Jurisdictions would like the capability to integrate data across all tools, not just GIS: could be
standards driven or could be a separate application tool (UDEF).

Jurisdictions need tools that have asset tracking capabilities need to be consistent with
DHS/NIMS and WebEOC.

Jurisdictions would like tools to capture data at the finest level of granular detail, to support later
aggregation of the data in various ways, such as: all pertinent post-incident data to prepare a
Governor’s request to the President for a disaster declaration which would provide for cost re-
covery. (Post Event Accounting)

Jurisdictions need EOCs to see what another EOC in its jurisdiction/county/state/region is see-
ing, for example real-time visual links and data uploads/downloads, video streaming, etc.

Jurisdictions need WebEOC to exchange information and/or have compatibility between ver-
sions.

Jurisdictions need data that is easy to integrate on simulated maps (Virtual Alabama is an ex-
ample of this).

Jurisdictions need to integrate facility plans for buildings with GIS.

Jurisdictions would like a tool that provides a live feed into emergency dispatch center with
POCs for each location in an event.

Jurisdictions need clear guidelines for electronic tracking of resource expenditures for all re-
sponse agencies.




Table B-1. Functional Requirements

Category

Requirement

Data

Jurisdictions need to retain “historic” data for specific response activities to use in estimating
future response needs.

Jurisdictions need to have a Resource Tracking and Situational Awareness tool with the caveat
that each entity only sees their own info, but can be fully accessed at the EOC.

Jurisdictions need a common EM data standard, nor a process for exchanging data.

Jurisdictions need a common operating capability for exchanging data—county to county/county
to state/state to state, and so on. They would like FEMA to take the lead in addressing this need.

Jurisdictions need local EMASs to access continuous critical data, such as weather information,
that would assist them in planning and responding effectively.

Jurisdictions need standard data to describe the resources needed real time during an event.
Jurisdictions would like a clearinghouse for EM data: casualties under scenarios, etc.
Jurisdictions need field collection of data is needed for analysis for planning.

Jurisdictions need weather information to not be localized and available more than just Monday
through Friday via state systems.
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Appendix C
Use of the Vulnerability Analysis Chart

FEMA designed the Vulnerability Analysis Chart to assist jurisdictions with pri-
oritizing resources according to the potential risk. This appendix describes how
the Vulnerability Analysis Chart is used.

Table C-1 is an example using the matrix to provide an estimation of potential
vulnerability to common threats:

& “Probability” and “Impacts” are rated on a scale of 1 to 5, with 1 being
low and 5 being high; 0 indicates no risk.

& “Capability” is also rated on a scale of 1 to 5, with 1 being the best (the
lower the number, the greater the capability is to respond, thus reducing

the risk).

& For all listed hazards, the highest numerical level of risk is 648. In our ex-
ample, the risk level is 278, which indicates that a significant amount of

planning needs to occur.

Table C-1. Vulnerability Analysis Chart—Example

Impacts Capability
(0 =low, 5 = high) (1 = best, 5 = worst) Risk
Type of Probability Internal External Total
emergency (0 =low, 5 =high) | Human Property | Business | resources | resources | 0to 30

Chemical 2 5 5 5 2 1 20
Dam failure 4 5 4 5 2 1 21
Earthquake 2 5 4 5 2 1 19
Fire or wildfire 0 0 0 0 0 0 0
Flood 3 5 5 5 2 1 21
Hazardous material 5 5 5 5 3 1 24
Heat 4 4 3 2 2 4 16
Hurricane 3 5 5 5 4 4 26
Landslide 0 0 0 0 0 0 0
i : o | o | o | o | o |
Terrorism 1 5 5 5 4 3 23
Thunderstorm 5 2 4 3 3 4 21
Tornado 5 5 5 5 4 4 28
Tsunami 0 0 0 0 0 0 0




Table C-1. Vulnerability Analysis Chart—Example

Impacts Capability
(0 =low, 5 = high) (1 = best, 5 = worst) Risk
Type of Probability Internal External Total
emergency (0 =low, 5 =high) | Human Property | Business | resources | resources | 0to 30

Volcano 0 0 0 0 0 0 0
Wildfire 3 2 5 3 3 3 19
Winter storm 2 5 5 5 2 2 21
Special events 3 3 4 4 2 3 19
Cumulative
vulnerability 42 56 59 57 35 32 278
(0 to 648)

When this process is applied to a single threat, other factors are taken into ac-
count. Some basic assumptions are made about the threat and are weighted on a
scale of 0 to 5 in the same manner as in the vulnerability analysis above.

In the following two scenarios of a special event, a summer riverboat festival,
several factors are considered. An empirical weight is applied to reflect the juris-
diction’s population anticipated to be in the risk area. The visitor population that
might also be attending is treated similarly. The local capabilities are also factored
in, with the best capability being a 1 and the worst rated as 5. Since weather can
be a major factor in this scenario, a weight is applied for that as well. Any other
external factors can also be included in the planning matrix. Because this process
is used to motivate adequate planning among potential responders, it is a simple
method for reflecting relative risk and planning for an appropriate emergency re-
sponse if needed.

The following are the basic assumptions for the first scenario:
& A summer riverboat festival is to be held in July.

& The total community population is 60,000, with 30 percent of the popula-
tion expected to be in the risk area.

& The anticipated visitor population is 5,000, raising the population at risk to
23,000.

& The weather will be typical for that area at that time, so it is given a low
weight.

& The primary external factor will be the number of boats on the river during
the event, which could raise the level of risk.

& Internal and external resources necessary for these various factors are
weighted.
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Table C-2 shows the results.

Use of the Vulnerability Analysis Chart

Table C-2. Special Event—Scenario 1

Impacts Capability
(0 =low; 5 = high) (1 = best; 5 = worst) Risk
Local estimates Internal External Total
Factors (0 =low; 5 = high) | Human | Property | Business | resources | resources | 0to 30

Community population
in risk area 3 3 1 1 3 4 15
(O [low] to 5 [high])

Visitor population in
risk area 2 3 1 0 3 4 13
(O [low] to 5 [high])

Weather
(0 [mild] to 5 [life 2 3 1 1 3 1 11
threatening])

External factors
(1 [best] to 5 [worst])

Cumulative
vulnerability 11 13 7 4 14 14 63
(0 to 120)

The second example illustrates a different scenario using the community popula-
tion factor but different conditions. The basic assumptions for the second scenario
are as follows:

& A summer riverboat festival is to be held in July.

& The total community population is 60,000, with 30 percent of the popula-
tion expected to be in the risk area.

& The anticipated visitor population is 20,000, raising the population at risk
to 38,000.

¢ The weather will be hotter than usual for that area at that time, so it is
given a higher weight.

& The primary external factor will be the number of boats on the river during
the event, which could raise the level of risk.

+ Internal and external resources necessary for these various factors are
weighted in relation to their ability to respond given these conditions.

Table C-3 shows the results. As one would expect, the second scenario has a
higher the risk—88 out of a possible 120, compared to 63 for the first scenario.
This result indicates the need for cooperation among local emergency service
agencies to plan and arrange for outside resources to be on standby to assist as
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necessary. The process can be as simple or as complex as necessary to ensure ade-
quate planning and mitigation.

Table C-3. Special Event—Scenario 2

Local Impacts Capability
TS (0 =low, 5 = high) (1 = best, 5 = worst) Risk
(0 =low, Internal | External | Total
Factors 5 = high) Human | Property | Business | resources | resources | 0 to 30

Community population in risk
area 3 3 1 1 3 5 16
(0 [low] to 5 [high])
Visitor population in risk area
(0 [low] to 5 [high]) g 2 2 g 4 5 24
Weather
(0 [mild] to 5 [life threatening]) 3 5 1 1 4 S 19
External factors
(1 [best] to 5 [worst]) 5 5 5 4 S > 29
Cumulative vulnerability 16 18 9 9 16 20 88

(0 to 120)
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Appendix D
Operational Requirements

This appendix lists, in Table D-1, the operational requirements identified by our
interviewees. The requirements are grouped into the following categories:

& Coordination

¢ Culture

& Education and training
¢ Funding

+ Information

¢ Interoperability

¢ Policy

& Processes

& Standards.

Table D-1. Operational Requirements

Category

Functional requirement

Coordination

Jurisdictions would like a tool to track donations.

Jurisdictions would like a tool to track requests for assistance.

Jurisdictions would like a tool that tracks responders within buildings (underground?).
Jurisdictions need a way to track expenditures for public works departments.

All disciplines at the table for planning, information sharing.

Routine monthly in-house training.

Cooperative agreements with community colleges to waive fees for classes for public safety
personnel.

Culture

Use of non-emergency event management software and modeling leads to proficiency in the
use of these tools for emergencies (daily, etc.).

Seeking input from groups with unique expertise and resources for dealing with special popu-
lations.

Larger jurisdictions encourage virtual participation of smaller jurisdictions in the daily use of
EOC software to share perspectives on planning and response requirements.
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Table D-1. Operational Requirements

Category

Functional requirement

Education and
training

Jurisdictions need scenario-based training with simulation and virtual reality that includes role
playing and is fully computer based.

Jurisdictions need to be able to train together to prepare for situations involving interstate re-
sponse to large disasters.

Jurisdictions need to coordinate emergency management training/education through local
community colleges; waive all class fees for public safety.

Jurisdictions need processes that will help identify functions that jurisdictions need to perform
better, and incorporate software that will best meet their functional requirements.

Cross-training of all response personnel.

A mentoring program for knowledge transfer to relevant EM employees to deal with attrition
(brain drain) through retirement and career change.

Funding

Jurisdictions need grants to cover IT personnel, software maintenance, and other software life-
cycle costs.

Jurisdictions need grants to cover ongoing training.
Jurisdictions need grants to cover routine exercises.
Jurisdictions need grants to cover scheduling tools/software.

Jurisdictions need grants to cover command and control technology for tracking vehicles and
personnel.

Jurisdictions need grants to cover HazMat PPE, as well as training and maintenance.
Jurisdictions need grants to cover satellite communications that would ensure redundancy.
Jurisdictions need grants to cover MDTSs.

Federal funding is either not provided or not sustained for acquisition, training, operation, or
maintenance of software/systems that are programmatically mandated or if there is an implied
mandate when acquisition eligibility is federally authorized.

The perspective of many local jurisdictions is that tools for managing the grants process don’t
provide for the frequent changes in federal policy and regulations which results in unantici-
pated and undue burdens on local jurisdictions.

Information

Jurisdictions need real-time information regarding event conditions.

Jurisdictions need databases of their own resources and resources available to them outside
their jurisdiction.

There is a lack of access by local EMAs to continuous critical data, such as weather informa-
tion, that would assist them with planning and responding effectively.

Jurisdictions would like to have regular notifications and alerts from forestry agencies and ac-
cess to details about any forestry-related events, with drill-down to detail.

Jurisdictions need tools and/or models to work for everyday operations and to scale up or
down to support the size of the incident.

Jurisdictions would like a nationwide credentialing system to track KSAs.
Jurisdictions would like tools that enable barcode and scanner-enabled material management.




Operational Requirements

Table D-1. Operational Requirements

Category

Functional requirement

Information

Jurisdictions would like tools that will enable them to disseminate information to the public.

Jurisdictions would like tools that will enable them to disseminate information both static and
dynamic/real-time to the public.

Jurisdictions would like tools that will enable them to disseminate information to special popu-
lations, and also an application (maybe self-service) to let special-needs populations (non-
English speakers, mobility-impaired people, etc.) voluntarily register.

Tools that have asset tracking capabilities need resource tracking, including “typing” according
to DHS requirements. (Would like an online place so they could put up checklists.)

Tools that have asset tracking capabilities need to perform asset visibility and tracking: people
and other resources.

Tools that have asset tracking capabilities need to provide the capability to exchange ware-
house information on available resources.

Jurisdictions need real-time dependable asset accountability system (related to asset track-
ing).

Jurisdictions would like a web-based system for tracking volunteers—interactive for the volun-
teer to enter data; a self-service application.

Jurisdictions need tools that provide locations for points of distribution (for resources, sup-
plies); a tool to better manage regional response assets.

Jurisdictions would like a tool that has information needed for planning, such as certain types
of addresses and occupancies.

Jurisdictions would like a tool that provides state-wide GIS capabilities (such as “Virtual Ala-
bama”) and contains information on who owns the land and populated areas, as well as prop-
erty-line information.

Jurisdictions would like to have a tool that can capture specific information about events, which
can then be shared among response agencies, providing a central repository for information
about any event.

Jurisdictions need WebEOC to exchange information and have compatibility between ver-
sions.

Jurisdictions need tools and models to integrate data capture and use for exercise simulation
and documentation.

Jurisdictions require data that are easy to integrate on simulated maps (Virtual Alabama is an
example of this).

Jurisdictions need storm surge data that can be overlaid on flood-zone maps and then inte-
grated with reverse 911 information.

Jurisdictions would like a clearinghouse for EM data: casualties under scenarios, etc.

Jurisdictions need a tool that will capture information from the Pacific Disaster Warning Center/
Pacific Tsunami Warning Center, NOAA, universities, U.S. Forest Service, State Forestry,
Weather Service, etc.

Communication and sharing of information with communities of similar size and resources in
order to stay abreast of best management practices.

Publish self-help information in phonebooks for visitors and residents for personal planning
and response to potential local emergency threats.




Table D-1. Operational Requirements

Category

Functional requirement

Interoperability

Tools that have asset tracking capabilities need to be consistent with DHS/NIMS and
WebEOC.

Tools that have asset tracking capabilities need logistics and resource management capability.

Jurisdictions need EOCs to see what another EOC in its jurisdiction/county/state/region is see-
ing, for example, real-time visual links, data uploads/downloads, and video streaming.

Tools need to be developed using a flexible, open architecture to work across systems and
hardware.

Jurisdictions need to integrate plume data in CAMEO with the GIS and reverse 911.
Jurisdictions need to integrate facility plans for buildings with GIS.

Jurisdictions would like the capability to integrate surveillance and command/control functions
into a single portal for pandemic flu.

Retain “historical” data for specific response activities to use in estimating future response
needs.

Use of video streaming capability that contributes to interoperability.

Policy

Availability of funds determines how often, or if, plans can be exercised.
Federal, state, and local funds are limited and do not cover full participation in exercises.

There is a lack of technical personnel for IT dedicated positions who also understand and are
able to support specific emergency management issues.

Jurisdictions need a policy on how to mitigate limiting factors (managing software once we get
it, sustainment, staff or money).

Processes

Some areas have limited training and restricted access to control data entry to ARC GIS
maps.

Identification of the technology functions that a jurisdiction needs to function more effectively
and efficiently.

Jurisdictions would like a process to evaluate software that will best meet their functional re-
quirements.

Jurisdictions would like a tool that provides inventory management capabilities.

Jurisdictions need to perform risk management (risk identification, assessment, risk prioritiza-
tion and response planning, and risk monitoring). This will enable them to model low-risk and
high-impact situations. They would like simple models for risk, to apply mitigation strategies as
appropriate.

Jurisdictions would like to have tools to estimate resource requirements.
Jurisdictions need tools for expedient evaluation of event results.
Jurisdictions need tools for evacuation modeling.

Jurisdictions would like templates for memorandums of understanding so that they can facili-
tate getting these with the appropriate groups.

Jurisdictions would like tools to let special-needs populations (non-English speakers, mobility-
impaired people, etc.) voluntarily register.

Jurisdictions need tools for planning and managing mass casualty events.
Jurisdictions would like the ability to identify response capabilities and resource location.

Jurisdictions would like a tool that provides a live feed into emergency dispatch center with
POCs for each location in an event.




Operational Requirements

Table D-1. Operational Requirements

Category

Functional requirement

Jurisdictions need flu surveillance and command and control.

A tool to tie in information and form data between the local emergency management people,
FEMA, the localities, and the state (while also taking into account the budget, funding, thresh-
olds, etc.), and then navigate the bureaucratic paperwork and workflow.

Jurisdictions need R&D regarding processes and cross-agency boundaries for funding
mechanisms.

Jurisdictions would like a central repository to document exercises and simulations based on
information in other systems such as WebEOC and to capture and retrieve After Action Re-
ports and lessons learned documentation.

Jurisdictions need a process to handle maintenance costs, which are a major factor in estab-
lishing a system. They do not have in-house capability to handle management and mainte-
nance of the systems and cannot afford to get it.

Jurisdictions need processes for using large events to put plans into action more frequently.

Jurisdictions need processes to produce an interoperable system across IT departments as
well as EOCs.

Jurisdictions need to learn about software/IT and the SDLC and to become familiar or get this
expertise to do a “minimal” job themselves.

Tools to support a process to capture lessons learned with a closed loop change process.

Inclusion of representatives from special-population facilities (such as prisons, institutions,
etc.) to participate in a community-wide planning effort for response.

Standards

FEMA regions fail to support and standardize on either specific software applications (for ex-
ample, WebEOC) or on critical data exchange functions commonly in use throughout their re-
gion.







Appendix E
Abbreviations

COP
DHS

EM

EMA
EMCAPS

EOC
ES
FEMA
GIS
IT
LAN
MNS
MOU
NGO
NIC
NPS
OASIS

S&T
SDLC
SWOT
UASI

common operating picture
Department of Homeland Security
emergency management
emergency management agency

Electronic Mass Casualty Assessment and Planning
Scenarios

emergency operations center
emergency services

Federal Emergency Management Agency
geographic information system
information technology

local area network

mission needs statement
memorandum of understanding
non-governmental organization
National Integration Center
National Planning Scenario

Organization for the Advancement of Structured Informa-
tion Standards

Directorate for Science and Technology
software development life cycle

strengths, weaknesses, opportunities, and threats
Urban Area Security Initiative
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