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National Planning Scenarios Stakeholder Scan

Introduction

FEMA'’s National Preparedness Directorate (NPD) is undertaking an effort to assess the National Planning Scenarios
(Scenarios) to inform leadership decision making on their purpose, composition, use, and maintenance and
management process. A critical component of this process involves reaching out to our stakeholders to gain insights
and recommendations on the existing suite of Scenarios. The data from this survey will be used in conjunction with
research performed to identify and apply best practices and lessons learned for the purpose of making
recommendations on how to improve the Scenario process. All information provided will be non-attributional. These
questions are broken into two categories: questions about the Portfolio of Scenarios and Prequels, and questions
about specific Scenarios.

The current portfolio of Scenarios and Prequels are available for review on the LLIS.gov homepage. An LLIS
account is necessary for access to the documents since they are FOUO. A quick review of the actual documents may
allow you to provide more precise scan input. Feel free to e-mail FEMA-Scenarios@dhs.gov if you have any
questions related to this scan.

Part I:
Stakeholder Background

Identification
Please provide your name (optional)
Please provide your email address (optional)

1. Please indicate the type of organization that you represent. (REQUIRED)

Federal Department/Agency
State Government

Territorial Government

Tribal Government

Local Government
Non-Governmental Organization
Private Sector Entity
Trade/Industry Group

Other

Oooooooooo
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Part Il

Planning Scenario Portfolio

The following questions are focused on the planning scenarios as a portfolio (i.e., the set of 15 Scenarios).

1. Please indicate which Scenarios you have used/are familiar with (check all that apply). (REQUIRED)

Current National Planning Scenarios

O Scenario 1: Nuclear Detonation — 10-Kiloton
Improvised Nuclear Device
O Scenario 2: Biological Attack — Aerosol Anthrax

O Scenario 3: Biological Disease Outbreak —
Pandemic Influenza
O Scenario 4: Biological Attack — Plague

0O Scenario 5: Chemical Attack — Blister Agent

O Scenario 6: Chemical Attack — Toxic Industrial
Chemicals
O Scenario 7: Chemical Attack — Nerve Agent

O Scenario 8: Chemical Attack — Chlorine Tank
Explosion

O

O
a

Scenario 9: Natural Disaster — Major Earthquake

Scenario 10: Natural Disaster — Major Hurricane

Scenario 11: Radiological Attack — Radiological
Dispersal Devices

Scenario 12: Explosives Attack — Bombing Using
Improvised Explosive Devices

Scenario 13: Biological Attack — Food Contamination

Scenario 14: Biological Attack = Foreign Animal
Disease (Foot and Mouth Disease)
Scenario 15: Cyber Attack

| am not familiar with any of the scenarios

Purpose (Check all that apply) (REQUIRED)

2. Based on your expertise, the purpose of the Scenarios should be to support:

0O The development of policy (all levels of
government);

O The development of plans (all levels of
government);

O The testing of plans and planning
assumptions

O Design, conduct, and evaluation of exercises
(atall levels of government);

O Education, and training (atall levels of
government);

3. What should the scenarios expressly not be used for?

Utility

OO0 The identification and development of target
capabilities/levels;

0O The prioritization of hazards by risk (e.g., by
likelihood X consequences);

O Programming and budgeting decisions (e.g.,
Federal budget and priority-setting
processes and grant allocation/analysis).

0O Capability assessments

O Other purpose

4. Regardless of your answer.to #2, how have you used the National Planning Scenarios? (Check all that apply)

(REQUIRED)

O The development of homeland security
policy (all levels of government);

O The development of plans (all levels of
government);

O Testing of plans and planning assumptions

O Design, conduct, and evaluation of exercises
(at all levels of government);

O Education, and training (at all levels of
government);

O Have not used the Scenarios

O Identification and development of target
capabilities/levels

O The prioritization of hazards by risk (e.g., by
likelihood X consequences);

O Programming and budgeting decisions (e.g.,
Federal budget and priority-setting
processes and grant allocation/analysis).

O Capability assessments

O Other
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Scope

5.

Scenarios should be written for use by what stakeholders? (Check all that apply)

O National O Territorial/Tribal
O State O Local
O Regional O Private Sector/Non-Government
O Other
Should the focus of the Scenarios be on “Most Probable” or “Most Dangerous” threats, or a combination?
O Most Probable (e.g., any reasonable, high- O Both types of hazards
likelihood hazards) O Flexibility to Adapt to Either as needed

O Most Dangerous (e.g., high consequence or
potentially catastrophic events)
O Other

Should the Scenarios reflect the risks from all types of homeland security hazards facing the country?
O Yes O No
If yes, please describe hazards that you would recommend including

Should the portfolio of scenarios provide a relative ranking of risks across hazards?
O Yes No

Does the current portfolio of 15 Scenarios define the appropriate. spectrum of domestic tasks and target
capabilities required to address.all-hazards facing the country?
O Yes
O No
If no, please describe

Sufficiency and Coverage

10.

1.

12.

13.

Have any threats or hazards existed or emerged that are not covered in the present portfolio that you feel should
be included as Scenarios?
O Yes
O No

If yes, please describe

Are there homeland security tasks/capabilities that have been developed or need to be developed that are not
sufficiently reflected in the current Scenario portfolio?
O Yes
O No
If yes, please describe

Do the existing 15 Scenarios provide an effective means for evaluating preparedness and performance?
O Yes
O No

If no, please describe

Are any of the current Scenarios duplicative or redundant, particularly in the capabilities they demonstrate?
O Yes O No



If yes, please describe
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Part lll: The following questions should be answered based solely on your familiarity and experiences with

specific scenarios.

Scenario Accuracy: The following questions address the accuracy of the terrorism scenarios in threat, pre-
incident storyline, and realism of target vulnerability.

Current National Planning Scenarios: | Are the Is the pre-incident | For terrorism related | For terrorism
Terrorism consequences story line (Prequel) | Scenarios: Does the related Scenarios:

consistent with consistent with threat represent Is the vulnerability

validated models | current open source | realistic terrorist of the target

and scientific intelligence intentions, capability | portrayed

estimates? assessments? and capacity? realistically in the

Scenario?

Scenario 1: Nuclear Detonation- 10- | o Yes o Yes o Yes o Yes
Kiloton Improvised Nuclear Device o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 2: Biological Attack — Aerosol | o Yes o Yes o Yes o Yes
Anthrax o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 4: Biological Attack — Plague | o Yes o Yes o Yes o Yes

o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 5: Chemical Attack — Blister | o Yes o.Yes o Yes o Yes
Agent o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 6: Chemical Attack — Toxic o Yes o Yes o Yes o Yes
Industrial Chemicals o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 7: Chemical Attack — Nerve | o Yes o Yes o Yes o Yes
Agent o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 8: Chemical Attack — o Yes o Yes o Yes o Yes
Chlorine Tank Explosion o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 11: Radiological Attack — o Yes o Yes o Yes o Yes
Radiological Dispersal Devices o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 12: Explosives Attack — o Yes o Yes o Yes o Yes
Bombing Using Improvised Explosive | o No o No o No o No
Devices o N/A o N/A o N/A o N/A
Scenario 13: Biological Attack - Food | o Yes o Yes o Yes o Yes
Contamination o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 14: Biological Attack — o Yes o Yes o Yes o Yes
Foreign Animal Disease (Foot and o No o No o No o No
Mouth Disease) o N/A o N/A o N/A o N/A
Scenario 15: Cyber Attack o Yes o Yes o Yes o Yes

o No o No o No o No

o N/A o N/A o N/A o N/A
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The following questions address the accuracy of the natural disaster scenarios in consequence and

scientific estimates?

Current National Planning Scenarios: Natural
Disasters

Are the consequences
consistent with
validated models and
scientific estimates?

For natural disaster
Scenarios: Are there
models or scientific
estimates indicating a
significant potential for the
event?

Scenario 3: Biological Disease Outbreak — o Yes o Yes
Pandemic Influenza o No o No
o N/A o N/A
Scenario 9: Natural Disaster — Major o Yes o Yes
Earthquake o No o No
o N/A o N/A
Scenario 10: Natural Disaster — Major o Yes o Yes
Hurricane o No o No
o N/A o N/A

Scenario Usability

1. Onascale of 1 to 10 (with 1 being not satisfied, 5 being mostly satisfied, and 10 being very satisfied), please
indicate your satisfaction with being able to efficiently and effectively use the Scenario for your purposes?

Current National Planning Scenarios

Scenario 1: Nuclear Detonation - 10-Kiloton Improvised 0102 03 o4 ob o6 ofF 8 9 10
Nuclear Device

Scenario 2: Biological Attack — Aerosol Anthrax o1 02 03 04050607 8 9 10
Scenario 3: Biological Disease Outbreak — Pandemic Influenza |01 . 0 2 0 3 04 o5 o6 o7 8 9 10
Scenario 4: Biological Attack — Plague 01 02 03 040506 07 8 9 10
Scenario 5: Chemical Attack — Blister Agent 0©c01 02 03 04 0b 06 of 8 9 10
Scenario 6: Chemical Attack — Toxic Industrial Chemicals o1 0203 0405 06 07 8 9 10
Scenario 7: Chemical Attack — Nerve Agent o102 03 04050607 8 9 10
Scenario 8: Chemical Attack = Chlorine Tank Explosion 0102 03 0405 06 0T 8 9 10
Scenario 9: Natural Disaster = Major Earthquake 0102 03 04 o0b o6 of 8 9 10
Scenario 10: Natural Disaster — Major Hurricane o1 02 03 04050607 8 9 10
Scenario 11: Radiological Attack — Radiological Dispersal o1 02 03 04050607 8 9 10
Devices

Scenario 12: Explosives Attack — Bombing Using Improvised |0 1 0 2 o3 o4 o5 o6 o7 8 9 10
Explosive Devices

Scenario 13: Biological Attack — Food Contamination c1 0203 04 o0b o6 of 8 9 10
Scenario 14: Biological Attack — Foreign Animal Disease (Foot [o 1 0 2 0 3 o0 4 o5 o6 o7 8 9 10
and Mouth Disease)

Scenario 15: Cyber Attack 010203 0405 06 of7 8 9 10
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2. What have been the specific products from your use of the Scenario(s)?
0O Education/Training Products
Risk Analysis

Policy/Goal Setting
Planning Products

Exercises

Oooooood

Other, please describe

Gap/Requirement Analysis

Performance Evaluation/Feedback

O
O Resource Decisions
O

Capability Assessments

3. Was the Scenario adequate for producing your intended product(s)?

O Yes
If no, please describe

O No

Scenario Sufficiency and Coverage

1. For each of the following scenarios, indicate if each scenario that you are familiar with enables you to effectively
use/apply it towards Prevention, Protection/Mitigation, Response and Recovery missions (as appropriate)?

Current National Planning Scenarios Prevent Protect/Mitigate Respond Recover
Scenario 1: Nuclear Detonation - 10- | o Yes o Yes o Yes o Yes
Kiloton Improvised Nuclear Device o No o No o No o No

o N/A o N/A o N/A o N/A
Scenario 2: Biological Attack — Aerosol | o Yes o Yes o Yes o Yes
Anthrax o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 4: Biological Attack — Plague | o Yes o Yes o Yes o Yes
o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 5: Chemical Attack — Blister | o Yes o Yes o Yes o Yes
Agent o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 6: Chemical Attack = Toxic o Yes o Yes o Yes o Yes
Industrial Chemicals o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 7: Chemical Attack — Nerve | o Yes o Yes o Yes o Yes
Agent o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 8: Chemical Attack = o Yes o Yes o Yes o Yes
Chlorine Tank Explosion o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 11: Radiological Attack — o Yes o Yes o Yes o Yes
Radiological Dispersal Devices o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 12: Explosives Attack — o Yes o Yes o Yes o Yes
Bombing Using Improvised Explosive | o No o No o No o No
Devices o N/A o N/A o N/A o N/A
Scenario 13: Biological Attack - Food | o Yes o Yes o Yes o Yes
Contamination o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 14: Biological Attack — o Yes o Yes o Yes o Yes
Foreign Animal Disease (Foot and o No o No o No o No
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Mouth Disease) o N/A o N/A o N/A o N/A
Scenario 15: Cyber Attack o Yes o Yes o Yes o Yes
o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 1: Nuclear Detonation— 10- | o Yes o Yes o Yes o Yes
Kiloton Improvised Nuclear Device o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 2: Biological Attack — Aerosol | o Yes o Yes o Yes o Yes
Anthrax o No o No o No o No
o N/A o N/A o N/A o N/A
Scenario 4: Biological Attack — Plague | o Yes o Yes o-Yes o Yes
o No o No o No o No
o N/A o N/A o N/A o N/A

2. Are there additional planning considerations that are not included in'the existing scenarios that should be

considered for inclusion?
O Yes

If yes, please describe

O No

3. Are there additional implications or consequences that are not included in the existing scenarios that should be

considered for inclusion?
O Yes

If yes, please describe

Scenario Utility

O No

1. The following questions gauge your use of the specific scenarios and how they meet your needs.

Did you modify any | Does this Scenario, Is the level of Would removing this
portion of this as written, provide detail in this Scenario cause an
Current National Planning Scenarios | Scenario to fit your useful and Scenario sufficient . .

needs? measurable results for your etss; ] capablllgy

for your purposes? purposes? L2 G Eer
Scenario 1: Nuclear Detonation - o Yes o Yes o Yes o Yes
10-Kt Improvised Nuclear Device o No o No o No o No
Scenario 2: Biological Attack — o Yes o Yes o Yes o Yes
Aerosol Anthrax o No o No o No o No
Scenario 3: Biological Disease o Yes o Yes o Yes o Yes
Outbreak — Pandemic Influenza o No o No o No o No
Scenario 4: Biological Attack — o Yes o Yes o Yes o Yes
Plague o No o No o No o No
Scenario 5: Chemical Attack — o Yes o Yes o Yes o Yes
Blister Agent o No o No o No o No
Scenario 6: Chemical Attack — Toxic | o Yes o Yes o Yes o Yes
Industrial Chemicals o No o No o No o No
Scenario 7: Chemical Attack — o Yes o Yes o Yes o Yes
Nerve Agent o No o No o No o No
Scenario 8: Chemical Attack — o Yes o Yes o Yes o Yes
Chlorine Tank Explosion o No o No o No o No
Scenario 9: Natural Disaster — Major | o Yes o Yes o Yes o Yes
Earthquake o No o No o No o No




Scenario 10: Natural Disaster — o Yes o Yes o Yes o Yes
Major Hurricane o No o No o No o No
Scenario 11: Radiological Attack - | o Yes o Yes o Yes o Yes
Radiological Dispersal Devices o No o No o No o No
Scenario 12: Explosives Attack — o Yes o Yes o Yes o Yes
Bombing Using Improvised o No o No o No o No
Explosive Devices
Scenario 13: Biological Attack — o Yes o Yes o Yes o Yes
Food Contamination o No o No o No o No
Scenario 14: Biological Attack — o Yes o Yes o Yes o Yes
Foreign Animal Disease (Foot and o No o No o No o No
Mouth Disease)
Scenario 15: Cyber Attack o Yes o Yes o Yes o Yes
o No o No o No o No

On a scale of 1 to 10 (with 1 being non-essential, 5 being somewhat essential, and 10 being highly- essential),
please indicate your determination for the extent of scenario use with being able to efficiently and effectively use the
Scenario for your purposes?

2. To what extent should the Scenario environment and variables be flexible to apply to dissimilar geographic
locations?
010203040506070809 010

3. To what extent should the Scenario environment and variables be flexible to apply to multiple levels of
government/multiple stakeholders?
010203040506070809010

4. To what extent should the Scenario description and variables be flexible to provide the ability to use them for
multiple purposes?

010203040506070809010

5. - What recommendations do you have regarding changes to the portfolio of Scenarios and/or prequels (if
applicable) to include adding or deleting Scenarios?

6. Please rank your preferred methods of receiving further information about the National Planning Scenarios.

o Email o Social Media
o Webinars o Briefings
o Website o Newsletter
o Working Groups o Other
7. How frequently would you prefer to be updated on National Planning Scenario developments?
o Weekly o As Needed
o Bi-Weekly o Other

o Monthly




Please identify the name and contact email for any other individuals that you feel should be contacted to complete

this scan or be involved in the NPS Maintenance and Management Process.

Name

Email

Name

Email

Name

Email
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